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JAN

« Struts and DotNetDuke server exploits?
Malvertising in Google's DoubleClick? FEB

+ (CVE-2017-10271, an Oracle server
vulnerability?

MAR | ¢ Ads injected by Droidclub botnet into

websites?”

+ CVE-2013-2618, a PHP WeatherMap
vulnerability?® APR

+ |CLoader, an adware downloader®

+ Web miner script in AOL ad platform®

* Repurposed XiaoBa ransomware®'

+ New Retadup variant, coded in
AutoHotKey*?

M AY + FaceXWorm, a malicious Chrome
extension®

+ CVE-2017-10271 again, via port

7001/TCP%* J U N
+ Bot using potential financial scam site®
* Necurs exploit kit

+ (CVE-2018-7602, a Drupal
vulnerability®”
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e Unintended disclosure 42%

e Hacking or malware 41%
® Physical loss 16%
e QOthers (insider, unknown, etc.) 1%
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e Healthcare including medical 71%
insurance

® Retail/Merchant including online 13%

Financial and insurance services 8%
e Education 2%
e Government 2%
e Others (tech, NGO, advertising, 4%

customer services, manufacturing)
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Threat Landscape in Review
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