am Windows10

Windows 10 ZA |0 [} B2t X
D 2t 2h e oF M|O]Lt
SHR0I0| AR AT E(R)

Windows BG Lead

A =]
SE AR

m Microsoft



' BB Windows 10



G[O|EFQ E|I:I 0|

0
e

|.=.
e




Windows 10:

Changing the Way We Do Windows

One Customer In Product Windows As
Windows Feedback Engagement A Service
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Windows 10 early reviews
Ehe New ok Eimes THE VERGE

The HoloLens: A Vision of the PC's Future mickasoft is improving Windows Phone
heavily with Windows 10"

COMPUTERWORLD ' engadge$ THE WALL STREET JOURNAL.

" Windows 10: A Fresh Start in
[Windows 10 has] removed a lot of the b “When did Apple become Our Relationship With Microsoft

arriers of enterprises to upgrade—they'r the boring one?”
e excited about the new security feature
USA Analyze the Future
TODAY

|

s, and as far as consumers, [Windows 10
has] removed all barriers.”

1!

e "The unified app plat is the story we have
Pinch me: Windows 10 looks.. GOOD. been waiting to hear. This is a differentiat
Is this a dream? or from other platforms. Nobody else has

Is Microsoft cool again? It sure looks like it
a device/ mobile/client/server solution.”



1 Billion
Windows 10 Devices

Windows Store

Universal Windows Platform

NET & Win32

Android
Java/C+ +
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Windows 10 empowers People of Action to do great things

Hello Miranda Mence
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Universal Windows Platform

_ Android [ON
NET & Win32 Java/C++ Objective C




Windows As A Service

Fvergreen Windows
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A break from the past
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Demo

Ask me anything

Introducing
Microsoft Edge

The brand new browser
for doing

The web is y«

Write or type directly o
then easily share your bnl
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Binary behaviors ActiveX

Pluggable protocols Browser Helper Objects(BHO)
Shell Helper API Documents Modes

Active Documents Vector Markup Language(VML)
Custom Download Managers VBScript

Custom Security Managers attachEvent/removeEvent
MIME filters currentStyle

Custom Print and Print Preview Handl€émditional Comments
Explorer Bars IE8 layout quirks

Edit Designers DirectX Filters and Transition
Timers

Accelerators

Webslices



I E3 Ambient Light Events = DOM Event Constructors
#  ARIA Landmark Roles == DOM Level 3 XPath
Z= ARIA role 'none' I = dppx Unit for the resolution Media Query
)5 Arrow function )5 ES6 Numeric Literals
s ASMjs 35 ES6 Object Literal Enhancements
s Classes (ES6) |3 Fiters

I = Conditional Rules I = Fullscreen API

I E9 Content Security Policy I E3 GamePad API

I = Cross-Domain Font Loading ;s Generators

I 3 CSS Gradient Midpoints == HTML Sections in Accessibility API

I = (CSS Transforms - preserve-3d I W HTTPR/2

I 51 CSS Transitions & Animations for SVG elements I HTTP Live Streaming (HLS)

I B3 Date related input types I B3 HTTP Strict Transport Security (HSTS)
ss Default parameter Z <img srcset>
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# REPCRTS

Rank u::t :On::ysl Impact  Hits BuglD  BugStatus Module FailureName

1 Y 994 33220 357058  Active mshtmidll  APPLICATION_FAULT_c0000602_n
2 il 018 6084 1361337 Fixed edgehtmldil  APPLICATION_FAULT_40000011 &
3 gdleey 01 3116 1239150 Active mshtmldll  INVALID_POINTER_WRITE_c00000
4 ol 010 2865 1499421 Fixed edgehtmldil  APPLICATION_FAULT_40000011_e
5 M 009 2966 1361337 Fixed edgehtmldll STATUS_BREAKPOINT_80000003

6 . | 0.06 2242 1338304 Active (10days) edgehtmidll STACK OVERFLOW_c00000fd_edc
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Apple JetStream Benchmark (higher is better)
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Internet Explorer 11 Microsoft Edge Chrome Canary 43.0.2369.0  Firefox Alpha 40.0a1(04-14)
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Google Octane 2.0 Benchmark (higher is better)

Internet Explorer 11

Microsoft Edge

Chrome Canary 43.0.2369.0

Firefox Alpha 40.0a1(04-14)
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User-Agent Strings

Mozilla/5.0 (Windows NT 10.0; WOW®64; rv:35.0) Gecko/20100101 Firefox/35.0

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_1) AppleWebKit/600.1.25 (KHTML, like Gecko)
Version/8.0 Safari/600.1.25

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/40.0.2214.93 Safari/537.36

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/39.0.2171.71 Safari/537.36 Edge/12.0




User-Agent Strings

Mozilla/5.0 (Windows NT 10.0; WOW®64; rv:35.0) Gecko/20100101 Firefox/35.0

Version/8.0 Safari/600.1.25

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) ]
Chrome/40.0.2214.93 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_1) AppleWebKit/600.1.25 (KHTML, like Gecko)

— 2

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) _

Chrome/39.0.2171.71 Safari/537.36(Edge/12.0

Of
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Js

Js

Js

Js

Js

Js

Arrow function

Classes (ES6)

Content Security Policy

CSS Transforms - preserve-3d

DOM Event Constructors

DOM Level 3 XPath

dppx Unit for the resolution Media Query
ES6 Numeric Literals

Object Built-ins (ES6)

Promises (ES6)

Proxies (ES6)

Js

| e

|
Js
Js
Ei
Js

Js

| s

ES6 Object Literal Enhancements
GamePad API

HTTP/2

HTTP Live Streaming (HLS)

HTTP Strict Transport Security (HSTS)

JS iterators (i.e. the for-of feature)

Math Built-ins (ES6)

Media Queries Level 4: Interaction Media
Number Built-ins (ES6)

Rest parameters

Selection API

Js
Js
Js

Js

Js

| s

|

Spread (ES6)

String Built-ins (ES6)
Symbols

Template Strings (ES6)
Template Strings (ES6)
Video tracks

WAV Audio Support

WeakSet (ES6)

Touch Events
Web Audio API

Date related input types



T HT 7|z 04

ASM,js

Cross-Domain Font Loading
Default parameter

Filters

Generators

<img srcset>

HTML Sections in Accessibility API

=)
| &

Js

Meta Referrer

Motion JPEG (MJPG)
Pointer Lock (Mouse Lock)
RegExp Built-ins (ES6)
WebRTC — Object RTC API

Media Capture and Streams

ARIA role 'none'

http://dev.modern.ie/platform/status/
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ActiveX HTMLS 7|8t 7|=

*PDF 7 0l/Zeli+l= X &

*IE11 Enterprise Mode

Browser Helper Object(BHO) HTML/JavaScript 7|8t 2% 7| = (0| )

Document Modes ChYol FAM BEDE XA

Vector Markup Language(VML) Scalable Vector Graphic(SVG)

VBScript JavaScript

attachEvent/removeEvent addEventListener
removeEventListener

currentStyle getComputedStyle

Conditional Comments Feature detection &

IE8 Layout quirks HT 7|Hg|ofopko= HYE

DirextX Filters & Transitions CSS3, SVG
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g2 2&80| &7t IE 17 AP E=2E 7=
https.//qgist.github.com/MSEdge/63a18da22c1da2639b1a - Binary behaviors
- Pluggable protocols
-ms prefix API . Shell Helper AP!

Active Documents

Custom Download Managers

Custom Security Managers

MIME filters

Custom Print and Print Preview Handlers

Vendor Prefixes

180
160
140
120

100 Explorer Bars

Custom Context Menu entries (via registry)
Edit Designers

Timers

Accelerators

Webslices

80

60

40

20

IE11 Microsoft Edge Build 10074

B -ms prefixed APIs  ® -webkit prefixed APIs
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M |C[‘OSD‘& Edge DE"-.'" (BETA) | need help with | Choose an opticn b
Web platform s News & community " Tools ~ Demos v
Learn about Microscft Edge Connect with the team Test and debug your site Get inspired

Site scan

Run a quick static code scan on any URL to check for out-
of-date libraries, layout issues and accessibility

http://bing.com

Open source version available on GitHub. [Build date 02.27.2015] Download here.




QZ AA KB

https://github.com/MicrosoftEdge/static-code-scan

GitHUb This repository  Search Explore Features Enterprise Blog

MicrosoftEdge / static-code-scan @Watch 94  Star 734 Y Fork 185

Run this quick static code scan on any URL to check for out-of-date libraries, layout issues and accessibility.

<> Code
112 commits 3 branches 0 releases 12 contributors
— (D Issues 14
(NS I? branch: master~ = static-code-scan / + =
Il Pull requests 0
Merge pull request #89 from devzer(1/patch-1
2 molant authored 22 days ago latest commit 5471eb52de E& ¥ Pulse
M lib Bumping version to follow semver and fixing issue with compatlists 5 months ago s Graphs
BB static change check-accessibility-alt 7 months ago
B test change check-accessibility-alt 7 months ago HTTPS clone URL
https://github.com/t | E&
B _gitignore Using the final url for image compression and fixing bug loading the ... 2 years ago
ou can clone with HTTPS or
B Gruntfile js Fixes #33 24 days ago Subversion. @
B LICENSE Modem IE static code scan goes Open Source! 2 years ago Clone in Desktop

E README.md Update README.md 3 months ago ¢ Download ZIP
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Ask me anything

Introducing
Microsoft Edge

The brand new browser
for doing

The web is y«

Write or type directly o
then easily share your bnl
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https://msdn.microsoft.com/ko-kr/library/windows/hardware/hh801887.aspx

https://msdn.microsoft.com/ko-kr/library/windows/hardware/dn915002(v=vs.85).aspx
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https://msdn.microsoft.com/ko-kr/windows/hardware/dn859155
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2009 » 2010 » 201 > 2012 > 2013 » 2014 » 2015 >

Internet Explorer 8
Internet Explorer 9

Internet Explorer 10
Windows 7 Internet Explorer 11

Windows 8 Internet Explorer 10

Windows 8.1

Internet Explorer 11
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2016 0|2 IE K| & A=
2009 > 2010 » 2011 » 2012 » 2013 » 2014 » 2015 » 2016 > 2017 » 2018 » 2019 » 2020 > >

sor6 18 1225
JFE 3141 Mol I

O| [HALO| ISt
Internet Explorer 10 A& ol =3
Windows 7 Internet Explorer 11

Windows &

Windows 8.1
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Explorer 11
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2009 » 2010 » 2011 » 2012 » 2013 » 2014 » 2015 » 2016 » 2017 » 2018 » 2019 » 2020 > >

Internet Explorer 8
Internet Explorer 9

Internet Explorer 10

Windows 7 Internet Explorer 11

A= E112H9]
2= 2109 H|

Internet Explorer 11 )

Windows 10



Chrome 33
Opera 19
Firefox 27 4

Safari b ¢4

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

NSS Labs

NSS Labs Findings

+  Microsoft Internet Explorer provides SEM protection that is superior to all other tested browsers and many

endpoint protection (EPP) products.

*  Cloud-based EPP Tile scanning can provide substantial SEM protection when integrated into a browser.
* The Google 5afe Browsing APl does not provide adequate SEM protection.

NSS Labs@| E A0 2 ™
Az|SstA b d A E 0| CHot
E11Q| AtEHE2 99.9%Z EFA}
HeRMELCHESS| =2 A

o
O 2 ZALE



https://www.nsslabs.com/reports/browser-security-comparative-analysis-report-socially-engineered-malware
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WebKit SunSpider JavaScript Benchmark Results WebKit SunSpider JavaScript Benchmark Results
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https://www.microsoft.com/en-us/download/details.aspx?id=42501

Enterprise Mode Sitg  Add new website

File Help URL:

Search:
Motes about URL:

URL
nn.com
myurl.com
skype.com
testurl.com

timecard Launch in:

IE11 Document Maode

xhox.com

et

Default Mode
IES Enterprise Mode
IET Enterprise Mode

IE11 Document Maode

IE10 Document Mode
IE2 Document Mode
|IE& Document Mode
Add Edit IE7 Document Mode
IES Document Mode

Save

-

Cancel

<rules version="3">
<emie>
<domain exclude="false">crm
<path exclude="true">
/NewModule
</path>
</domain>
</emie>
<docMode>
<domain docMode=“9">
webtool
</domain>
</docMode>
</rules>
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22| Bl=5h\Windows T8 8 A5\Internet Explorer)

AR B 7O AHZEO[= HES AL
MBS 618"

22| Bl=5h\Windows T8 8 A-\Internet Explorer)

OI-

HKLM\SOFTWARE\Policies\Microsoft\Internet
Explorer\l\/lain\Enterprisel\/Iode

. M5 243 “Enable” = " or “{URLH:port}”
- AIO|E =& "Sitelist” = “{File Path or URL}"

A E |




Enterprise Mode Site Add new website

File Help

Search:

URL
cnn.com
myurl.com
skype.com
testurl.com
timecard

xbox.com

URL:

Notes about URL:

Launch in:

IE11 Document Mode

Default Mode
IE8 Enterprise Mode
|ET Enterprise Mode

Save

IE11 Document Mode

IE10 Document Mode
IE9 Document Mode
IE8 Document Mode

[ Eait| 7 Document Mode

ol E{ Za}0| =X R C
ANOJE 22 MA

IE5 Document Mode

-1 1

xm|

T S

[} Use the Enterprise Mode IE website list

O Not Configured ~ Comment:

http://contoso/sites.xmi|

® Enabled

O Disabled ~
Supported oni 4t |east Intemet Explorer 11.0 -

Options: Help:

Type the location (URL) of your Enterprise Mode IE This policy setting lets you specify where to find the lst of

website list websites you want opened using Enterprise Mode IE, instead of

Standard mode, because of compatibilty issues. Users can't edit
this lst

If you enable this policy setting, Intemet Explorer downloads the
website st from your location (HKCU or HKLM\Software

polici
opening alllisted websites using Enterprise Mode IE.

If e

sble or don't configure this policy setting Internet
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(1) Microsoft Korea SDK/WDK Support Engineer
1) Visual C++ =0F MVP(Most Valuable Person)
o) O AT AU AR

twitter.com/heejunek

heejune.me
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[X] Windows Secu 5|

@ Windows can't verify the publisher of this driver software

on't install this driver Nar
ould check your manufacturer's website for updated driver software

= Install this driver software anyway
( stall « software obtained from your manufacturer's website o

information.

{;} See details

SmartScreen Filter - Internet Explorer

This program might harm your computer

Publisher: Unknown
Name: Win32Project1.exe

SmartScreen Filter reported that this program is not commonly
downloaded and is not signed by its author.

If you received this program as an unexpected solicitation, link, or

attachment, it might be an attempt to fool you. We recommend
that you delete it.

't run this program

? Delete program

TN _ .
() More Options

What's SmartScreen Filter?

Windows protected your PC

Window
at risk.

s SmartScreen prevented an unrecognized app from starting. Running this app might put your PC

oK
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Digital Certificate

Certificate Certificate

General | Details | Certification Path

General = Details | Certification Path

Show: | <All>
et Certificate Information
Verisign(Symantec) A - -
alue
D | | C er t C omo d o) This certificate is intended for the following purpose(s): |—.| Signature hash algorithm e
g u ! * Ensures software came from software publisher — - .
Proticts aofware Fom altiration sher publicat |___| Issuer VeriSign Class 3 Code Signing ...
. *Pro software from ation after cation ) 532 912 A0 OF

GoDaddv. GlobalSian [ vaid from 0128 38212 $2% 27,
y' g [ valid to W14E 52 212 8L 2T
% % " |- subject Broadcom Corporation, Digital ...

& Public key RSA (2048 Bits)

.LQJ Basic Constraints Subject Type=End Entity, Pat...
[#lrR1 Nictribitinn Printe [11rQ1_Nigtribi itinn Prints Nigtr

*Refer to the certification authority's statement for details.

[¥]
Issued to: Broadcom Corporation

308201 0a 02820101 00e692ch f7fcd80e? Of 3516 9d 60 .
Eb cb 64 c9 04 57 46 cc ef Sb eb Ge d4 b2 92 dE 64 ed 36 9a
10 ec 2b Sc 83 51 f4 1d 43 08 44 9a &1 8c 45 73 47 d6 77 Se 26
941d cf 94 26 4e 23 da 8b 03 ce fd 9f 09 75 ¢3 13 07 56 68 6f
511 b8 2d ac 03 d3 1b 3 86 75 cd cc 92 dd 00 ff a5 1e &5
63 8c Jccb 398611 8d 6fddab 771239 7d c385¢cS5e0 70
54 05 42 66 91 06 7b a1 81 1 06 b1 e9 a9 db 62 33 Ya 61 07 4d
Obd1004f01 c8f478e7 3011 fe 49 1d 80 59 a9 458 64 0d 4d
T36c a9 4 da 39 ac 129 72 0d el 9 d2 8b be 18 21 cd Ba
af12 dd 16 63 81 Oe ec 8c b2 06 46 22 Te 2a a8 95 39 ed 4d
fd hd 28 hh 85 47 ?h N? 8d ~h 29 h3 4f Ah &e a8 AR Na ~N 37

Issued by: VeriSign Class 3 Code Signing 2010 CA

Valid from 2012-03-21 to 2014-05-21

v

Install Certificate. .. Edit Pr S... Copy to File...

[ ox |




Demo
Certmgrmsc &5 £ 7|
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CE0|H= 28X & E2}0|H 2H HHAZ 1 &
Zr CEA|O A PSS N2
XP 2 E{ WHQL si nature/\/llcrosoft Code Verification Root

certificate ¢! "M ==
Vista

- Vista 64bit H{ T FEH =HH 2 2 signatureg 2+
- Vista 32bit= A2
« XPRLO| gt M2 0f...

Ol2, HZE F8 =t &= S5l unsigned driver 2E&




o D= AtRls K07 ARSI

E‘X‘ = A‘_ [__‘X:|O‘ XI—X—I

. X[E ALEA= ArRlet fa(lﬂ EE|H) ME[St=X] EESH=H| =&

- O1Z N g IPH 2 S8l CA(Certification Authority) 7t AFQISH AFRH (I = 2| )2 ME|SH=X| O 8
Il
o US0| HEE[X| AUSS TE



AC ARl I

HS2|M= CARRH ARI0| 2Rt 2I5A et 7| & E&5L T
D=3 MR RASME AHE E2O|HOf| & = U= A2 OFELICE.
SDKO|| Z&t=l SignTool 2 SHO AFQIGHL|CY.

(==

Hazh iz packaged

Code is hashed using a Hazh iz signed with with the data and
hashing algarithm private key N .

“ S Signed

Hazh of Hazh

Cade ﬂ!

Ceificate




Kernel mode signing - Cross Certificate!

Kmsigning.doc
“Cross-certificates are issued by the Microsoft Code Verification Root authority,
which is trusted by Windows for kernel-mode validation.”

« https://msdn.microsoft.com/en-us/library/windows/hardware/dn170454(v=vs.85).aspx

GlobalSign Root CA

Root certificate thumbprint:
cc 1d ee bf 6d 55 c2 ¢9 06 1b al 6f 10 a0 bf a6 97 9a 4a 32
Download cross-certificate for GlobalSign Root CA in a 2 KB zip file.

Go Daddy Root Certificate Authority - G2

Root certificate thumbprint:
84 2c Sc b3 4b 73 bb c5 ed 85 64 bd ed a7 86 96 7d 7b 42 ef
Download cross-certificate for Go Daddy Root Certificate Authority - G2 in a 2 KB zip file.



https://msdn.microsoft.com/en-us/library/windows/hardware/dn170454(v=vs.85).aspx

»lghature lndex: U [(Frimary »lghature)
Hash of file (shal): SS0A89D845F1T1E40AS952AATOF4ASSED2FEAA2Y

Signhing Certificate Chain:
Issued to: GlobalSign
Issued by: GlobalSign
Expires: Sun Mar 18 19:00:00 2029
SHA1 hash: DB9B561148FB1CTTCS4578C10926DF5B8569T6AD

Issued to: GlobalSign CodeSigning CA - SHA256 - G2
Issued by: GlobalSign

Expires: Fri Aug 02 19:00:00 2019

SHA1 hash: HE34C4841080DOTOSSEFCIF3CSDE4DTISOSA3GFF

Issued to: ASCAN Co. Ltd.

Issued by: GlobalSign CodeSigning CA - SHA256 - G2
Expires: Fri Jun 16 17:54:44 2017

$HA1 hash: BO442419CATS82EECC29TEF4OF2C29T74DBCF8TE80

The signature is timestamped: Fri Jul 17 05:46:44 2015
Timestamp Uerified by:

Issued to: GlobalSign Root CA

Issued by: GlobalSign Root CA

Expires: Fri Jan 28 21:00:00 2028

SHA1 hash: B1BCO68BDUF49D622AAB9ABTF2150152A41D8239C

Issued to: GlobalSign Timestamping CA - G2

Issued by: GlobalSign Root CA

Expires: Fri Jan 28 21:00:00 2028

SHA1 hash: COE43D2DTDOOASCD4Z2TFOZDI125694D5D6ECSBT

Issued to: GlobalSign TSA for Standard - G2

Issued by: GlobalSign Timestamping CA - G2

Expires: Tue Mar 03 09:00:00 2026

SHA1 hash: 19E19A63DSF96CD2C90T8TH49F 1 72AD395B165B6

SignTool Error: Signing Cert does not chain to a Microsoft Root Cert.

NUmMber or tiles SUcCCessTully verirtied: o
Number of warnings: @
Number of errors: 1

SHA1 hash: CEE49D2DTDIBASCD42TFO2D9125694D5DEECSBT1

Issued to: GlobalSign TSA for Standard - G2

Issued by: GlobalSign Timestamping CA - G2

Expires: Tue Mar 03 09:00:00 2026

SHA1 hash: 19E19AG3DSFIECD2Co0T8TH4IF 1 T2AD395B1 65B6

Cross Certificate Chain:
Issued to: Microsoft Code Uerification Root
Issued by: Microsoft Code Uerification Root
Expires: Sat Nov B1 22:54:03 2025
SHA1 hash: S8FBE4DOTOEFS8ABIBCCAF2A9DSCCAET282A2CE66B3

Issued to: GlobalSign Root CA

Issued by: Microsoft Code Uerification Root
Expires: Fri Apr 16 05:85:08 2021

SHA1 hash: CC1DEEBF&D55C2C9061BA16F10AOBFABITIAYA32

Issued to: GlobalSign

Issued by: GlobalSign Rcoot CA

Expires: Mon Mar 18 19:00:00 2019

SHA1 hash: 476555 TAFY418CE8AGH1199146ATESSEAAE2Y2996

Issued to: GlobalSign CodeSigning CA - SHA256 - G2
Issued by: GlobalSign

Expires: Fri Aug B2 19:00:00 2019

SHA1 hash: 4E34C4841080DOTOS9EFCIF3CSDE4DTI905A36FF

Issued to: ASCAN Co. Ltd.

Issued by: GlobalSign CodeSigning CA - SHA256 - G2
Expires: Fri Jun 16 17:54:44 2017

SHA1 hash: BO442419CATS2EECC297EF4OF2C2974DECFETEE0

Successfully verified: FsFilter1.sys
Number of files successfully Uerified: 1

Number of warnings: ©
Number of errors: 0




2 K= Arelo] 27|
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—-l=
- CAO|A 2323t code signing certificate
« Cross Certificate

« SDK
SignTool
« /ac Additional Certificate signtool sign /ac MSCrossCert.crt
. /f signing certificate file /f CodeSign.pfx /p passwordl234
/tr

 /p password
- /fd digest algorithm
« /tr stamp server

http://timestamp.globalsign.com/sc
ripts/timestamp.dll filter.sys

Tip. 215 A FOHZ[AIS] RtLEE & S 1orA| 2
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verify
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L}

A

o ﬂ 3 M A|Of| = Setupapi.devilog Ml 2
|- AL Oﬂ /pa

\nmzo?

signtool verity /v /kp filename.sys



Demo

Sign
« Visual Studio
- SignTool

Verity
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Windows 10 Changes

212 X|=: Driver Signing changes in Windows 10
URL.: http://blogs.msdn.com/b/windows_hardware_certification/archive/2015/04/01/driver-signing-changes-in-
windows-10.aspx

20154 43 1€ 1:28 PM
=R 100| HA|OZ SAE[D LIH 2= M /=R 10 HEEE EC0|HES BIEA| /=P StEY|0] ZHEA}F ME Ci¢|2E 2E

(Windows Hardware Developer Center Dashboard portal)0fl M|Z3lA] AFRI=|0{OF BILICEH =102 O] ZEO||AM ARISHK| Z2 MZ2
e DE CEO|HES 251K %2 AL},

271502, Y=L 100] HAIE|T 00 SHEE BHS QX RE Sajo|He} Hd R Ealoj RS Extended
-

Validation(“EV”) L= ARl QISME 7HX[ 1L U= EEIO[H 2 BHSLCE

http://blogs.msdn.com/b/windows_hardware_certification/archive/2015/04/01/driver-signing-changes-in-windows-10.aspx
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https://msdn.microsoft.com/ko-kr/library/windows/hardware/hh801887.aspx

https://msdn.microsoft.com/ko-kr/library/windows/hardware/dn915002(v=vs.85).aspx

L= O ZHEAL A CHe{2E ZE

https://msdn.microsoft.com/ko-kr/windows/hardware/dn859155

OO A2 EQ| MEO| 2t2 & ECIO|H LH2E2E




New Signature requirements

Win100{ A= Microsoft signatureZ} ! 010}t E2}0|H& 2 E8L|C|.
T12{L} Windows Certification testE =1t6}{0F Sl= 242 OFEL|CL.
O|= E2}0|H HijZ3t= 18
- E2tO|H THZ|X|ZE BFEA| Z47| R}4l= 2| AFQ| code signing certificate2 AFQISFL|CE
. Hardware Developer Portal(sysdev AfO| E)0f| 219l
- &M ArQIoH EEIOIH W 7| K| & K=
- 9

. A B MSTHAIQIS THUS S CHeRE

—



Software only drivers for Win10

=210 sysdevOi| A AtQISH EBIO|HDE 2E 750|152 M2
C 20| =0 C{St)
Sysdeve= E2F0|H If 7| X| I (.cat) L LOf| 2k AFO

Software only driver (Non-PNP) E2}0|H 9| 42, dumme/ NF I
ArESH0 EE2HO|H If7| K| Md & 0| =7t o = %

Sabo|bf 2T WAo) 0]A Y3HE Naj|ofof &




Sysdev portal

Microsoft Hardware Development

Portal(sysdev.Microsoft.com) A== A

— O [ - = 11 -1
AEBIE= A2 F=2X[BL 3 E AR QISA7F HRet
- AR 107 HEEVEE OI"M?} Z oot}
A M= Verisign(Symantec) 1t DigiCert2t 758 LI Ct

Sysdev A BH=7|

« https://msdn.microsoft.com/en-us/library/windows/hardware/hh801887.aspx

£ 11 2 submission fees= $1=(1/1/2014~)



https://msdn.microsoft.com/en-us/library/windows/hardware/hh801887.aspx

SHA1 & SHA256

Signature2| 7| hash algorithm= SHA1
2016-01-01 O| = SHA1 will be deprecatec
SHA2= ©l =270 M QIASHX| Xohs MVt U=

nttp://wp.me/p3CTSW-2x

nttps.//heejune.files.wordpress.com/2015/07/kor-practical-
windows-code-and-driver-signing.pdf



http://wp.me/p3CT5W-2x
https://heejune.files.wordpress.com/2015/07/kor-practical-windows-code-and-driver-signing.pdf

Extended Validation
(EV) Code Signing
Certificates

Standard Code
Signing Certificates

Certificate Features

Information displayed in Certificate Organization Name

Organization Name
Organization address
Type of Organization

Removes "unknown publisher”
security warnings

v

Signature does not expire when Time

Stamping is applied Time stamping mandatory

v

Sign an unlimited number of
applications

Compatible with major platforms
(Authenticode, Office VBA, Java,
Adobe AIR, Mac OS5, Mozilla)

Certificate stored on hardware token

Immediate reputation with Microsoft
SmartScreen

=X https://www.globalsign.com/en/code-signing-certificate/



EV Certificate 72322

GlobalSign.

GMOINTERNETGROUP 1-877-775-4562 Select
Product

Purchase Code Signing Certificates

Select your product:

e Multi-Platform Code Signing Certificate

A single Certificate for Microsoft Authenticode, Adobe Air, Apple, Mozille &
Netscape Objects, Macros & VBA

Have you also considered:

® Extended Validation Code Signing o

Increase customer confidence and download rates. EV Code Signing provides the $41 O-""fQWI'
strongest identity verification process and private key protection. R

Already have a GlobalSign account? Log in to your account to purchase

Select & Continue

v Symantec.

EV Code Signing

Included with your Certificate:

« Highest level of organizational vetting « Extended Validation reputation for Microsoft's
« Hardware token to protect your keys SmartScreenA® filter

On January 1, 2016, Microsoft plans to discontinue support for code signing certificates with a SHA-1 algorithm.
To ensure compliance, EV code signing certificates are available with only SHA-256.
Note: Code signed with a SHA-256 certificate may not work with older operating systems.

EV Code Signing
EV Code Signing: @1 Year: ($795.00)  '2 Years: ($1,249.00) | )3 Years: ($1,549.00)
Certificate Information @
*Organization name
Department
“City
*Country United States

*State/Province Select State

View Certificate Information



Windows Certification Program

Windows Logo Program for Hardware / Windows
Hardware Quality Labs

MS7t 27 or= HAES SO QIS X 20 &g
- .cat E2}0|H I| 7| X| 0f| WHAQL signature &=

. 218 O|™M WLK, 185 E| WHCK 2t4 At
« HLK : Windows 10, Hardware Lab Kit

WHQL Certification & A

. OIAE Al EHE S (silent install)
. OIO|AEAZE 2 AHH|O|E ot Hi=E

—_—
=

+ Microsoft Hardware Compatibility List &= &
- HER 32 ZDANE IS




ik gnizs
WHCK/HLK(& =%10) LI 22 E
| AE 2t 75

x-%§- E1 A E K|S

— - O

HCK/HLK d-d =l HAE 210 IS sysdevl]| B2
WHQL signature =7t Z1t= BH5

- WHAQL signature= .cat T 2 0j otat

Obtaining a WHQL release signature is part of the Windows Hardware Certification Kit (HCK). A WHQL release

signature consists of a digitally-signed catalog file. The digital signature does not change the driver binary
files or the INF file that you submit for testing.




HCK/HLK
HLK (Hardware Lab Kit)

- TH|=
. AH

« X64, 2008 R2 EE= Server 2012 (R2 Of

Controller/Studio &+ 7}X| 2 {1 &=

- MHO|| Controller & X|
HIAE Z2t0|AH E 0| M= \\HCK ServerName\HCKInstall\HCK Client\Setup.exe %

ECEEET!




HCK Studio

Tab Layout Project Details

Windows Hardware Certification Kit Help | Configuration | Connect

Windows Tablets
Project Selection Tests Results Package

View by [[EETCTN |  windows Tablets

2 [= Targets
Status  Test Name Type Length Target Machine(s HCKTABLET2
AC3 Test (System) 04m|HCKTABLET.|[Group 3] = HCKTABLET1
Accelerometer Sent|# 02m|HCKTABLET.|[Group 3] = 05 Platforms
ACPI Logo Test 30m| HCKTABLET. |(Group 3] = Windows 8 x64
Audio Logo Test - ¢ 02m| HCKTABLET.| (Group 3] FIOGact oo
Audio Logo Test (S 15m| HCKTABLET, | [Group 3] Server Virtualization Validation Progra
: g . Iex Motherboard
BitLocker Drive Enc | % 02m| HCKTAB [Group 3]
Boot Test (SYSTEM) 05m| HCKTABLET.|(Group 3) & Tlgst Bi:tus
. £ L) C
Brightness Test 15m| HCKTABLET, |(Group 3] B Functional
Brightness2 Test 25m| HCKTABLET.|[Group 3] :"f semmg
- 4 on
Check PM Profile 01m| HCKTABLET, |[Group 3) B Brsieces
Class Driver Audio | 15m|HCKTABLET.|[Group 3) [+ Optional
Class Driver Round 15m| HCKTABLET,|[Group 3] (= Machine Status ./
Content Protection 02m| HCKTABLET.|[Group 3) HCKTABLET2 ./
Content Protection 02m| HCKTABLET.| (Group 3) HCKTABLET1 o/
CRASH - Display St 04h 00m|HCKTABLET.|[Group 3]
Debug Capability T 20m| HCKTABLET.|[Group 3]
Device Power State 04m|HCKTABLET.|[Group 3]

Device Power State 06m| HCKTABLET. |[Group 31

———

Main Detailed View

HAE If7|X| MM
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